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Enhanced Resiliency 01
Period of Performance: Feb 2021- Feb 2027 ‘u”UU‘(j,'ﬁfH:g,'.
* Extension to Feb 2026 projected (olrootioloolioll

Ceiling: $98M ($87M Remaining); RDT&E (61-67) Funds Only ! 1001010010110
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OSCE2R SCOPE L

[OT0O0IToIo0!I00l|
Operational Simulated Cyber Environment for Enhanced Resiliency (OSCE?R) is an awarde}:IDBEd}aﬂIIDIDIDDIDI
Agency Announcement (BAA) with a $S97M ceiling for RDT&E funds. OSCE?R allows fdﬁgj’%pd%l[]“[ﬂ ﬂHgH
contracting acquisition to support critical cyber mission needs with the ability to add additional | 1/0/1101(
oloaliotltl
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provides development, enhancement, integration, and transition of the following cyber mission areas: /11111010
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teammates if there is someone in particular you want as a vendor to provide the services.,‘ﬁégﬁ%

= Cyber Threat Avoidance and Cyber Defense 001011010011001

= Full Spectrum Cyber Operations jolooalaliootall

= Cvb k Exploitati gololioooliiololt

Cy er Network Exploitation 0l1100110100110111

= Cyber Situational and Mission Awareness [1100110100I0IIOII
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= Cyber Command and Control 0100110100101110

= Cyber Modeling, Simulation, and War Gaming agolioonololiiol
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= Cyber Infrastructure . Oq[]l IDIS IDUI l|

= Cyber Mission Assurance JOIIOI
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TEAM INVICTUS CAPABILITIES 3 o
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= 60+ Person Corporate SCIF with JWICS Connectivity 0010 1001101

= Mobile Platform and Vulnerability Research Cybersecurity Lab jl I| g D”U| : IDDI ﬂ II‘

= Over 250 Employees Embedded in Customer Spaces Across 13 States and 3 Countries 11101 Jolol10oll
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= Current Relationships with some of the Top Cybersecurity Labs in the United States E II |D| ,JUI 8 : IOUI : |DU|

= Cyber Test Range Located in Playas, New Mexico LS IDE; ol IDIIUI IDDI:
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PROCESS FOR PARTNERING ON OSCE2R

US Government Customer
R&D Requirement — aligned

Stat t of
diement o Funding —

w/ scope & goals of OSCER Capability' (50C) MIPR R&D
C Partnership w/ AFRL
ontract Funds

“It’s Easy!”

AFRL advertises 3-4 weeks from funds on contract to start of work.

CYBER RESEARCH INTEREST AREAS

= Cyber Detection and Evasion Tools (Poison and Antidote) including Al/ML
= Offensive Cloud Research/VR
= Cyber Threat Modeling and Emulation (includes Deception Plans)

= Applying Automation to Forensic Testing (Orchestration of Plans)

ABOUT TEAM INVICTUS

Team Invictus combines industry leading operational cyber capability development companies and
labs with cutting-edge modeling and simulation capabilities, a live-testing environment, and deep
expertise across threat, platform and technology specific areas. Our overall approach is to provide
government customers with a menu of options to meet their cyber requirements. We provide cyber
capability to NSA, USCYBERCOM and other government organizations. Team Invictus’ current catalog
contains over 300 mission ready operational cyber capabilities.

INVICTUS POC AFRL POCs

JASON SHARPE TANYA MACRINA - tanya.macrina@us.af.mil 315-330-4715
jason.sharpe@invictusic.com BILL KAHLER - william.kahler.2@us.af.mil
703-309-2126

-iInvicTus RedRiver AFR

. THE AIR FORCE RESEARCH LABORATORY
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www.lnvictusic.com
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